Abstract-This paper presents a secure destination-sequenced distance-vector (SDSDV) routing protocol for mobile ad hoc wireless networks. The proposed protocol is based on the regular DSDV protocol. Within SDSDV, each node maintains two one-way hash chains about each node in the network. Two additional fields, which we call AL (alteration) field and AC (accumulation) field, are added to each entry of the update packets to carry the hash values. With proper use of the elements of the hash chains, the sequence number and the metric values on a route can be protected from being arbitrarily tampered. In comparison with the secure efficient ad hoc distance vector (SEAD) protocol previously proposed in the literature provides only a non-decreasing protection on the metrics, SDSDV can provide complete protection.
. INTROUDCTION
A mobile ad hoc wireless network consists of a number of wireless mobile nodes that are capable of communicating with each other without the use of a network infrastructure or any centralized administration. In such a network, each mobile node operates not only as a host but also as a router, forwarding packets for other nodes that may not be within direct wireless transmission range. Thus, nodes must discover and maintain routes to other nodes. Due to the mobility of the nodes, routers for mobile ad hoc networks need to be dynamically renovated to reflect the changes in topology. Therefore, the design of routing protocols for such networks is more challenging than that for wired networks.
The existing ad hoc routing protocols may generally be classified into two classes: periodic protocols and on-demand protocols [1, 2] . Periodic routing protocols attempt to maintain consistent and up-to-date routing information from each node to every other node in the network. This type of routing requires each node to periodically broadcast the network topology of its own view so that every node in the network can maintain one or more routing tables to store up-to-date routing information. The destination-sequenced distance-vector (DSDV) routing protocol and its variants [3, 4, 9] is a periodic protocol based on the classical Bellman-Ford routing mechanism. The use of destination sequence number for each routing update is to prevent from loops in routing tables.
A approach different from the periodic one is the source-initiated on-demand routing. This type of routing approach establishes routes on an as-needed basis. When a node requires a route to some node in the network, it initiates a route discovery process. Once a route has been established, it is maintained by a route maintenance procedure until it no longer appears to be useful. One example of on-demand routing is the ad hoc on-demand distance vector (AODV) routing protocol described in [5] . When a node desires to send a message to some destination node and does not already have a valid route to that node, it broadcasts a route request (RREQ) packet to its neighbors. When a node receives the RREQ packet, it checks if there is a fresh enough route to the destined node. If so, it replies to the RREQ by sending a route reply (RREP) in return; otherwise, it forwards the RREQ to its neighbors. If no intermediate node has fresh enough route, the RREQ will eventually reaches the destination node which then replies an RREP to the source node. As the RREP is routed back along the reverse path, nodes along this path set up forward route entries in their route tables, pointing to the node from which the RREP came. The performance comparison of DSDV and AODV routing protocols can be found in [6] .
The protocols discussed above assume reliable participants; that is, all nodes are willing to cooperate. However, as mobile ad hoc wireless networks are established using wireless links, they are susceptible to hostile attacks ranging from passive eavesdropping to active impersonation, message replay and message distortion. Hostile attacks may come not only from outside but from within the network. The existing routing protocols for mobile ad hoc networks allow for many different types of attacks.
Some types of attacks such as impersonated nodes, blackhole [7] , and wormhole [8] are common to all types of routing protocols, while other types are specific to particular routing algorithms. For example, in AODV, a ma-licious node may reply to an RREQ claiming it has a fresh enough route to the destined node but it does not really have. In DSDV, malicious node may arbitrarily tamper the update messages to disrupt the routing algorithm. Thus, security in the routing protocols is necessary in order to defend against hostile attacks.
In recent years, there has been some approaches proposed to secure routing protocols for ad hoc networks (e.g., [8] - [13] ). In [10] , a secure efficient ad hoc distance vector (SEAD) routing protocol based on the insecure DSDV protocol is presented. SEAD uses a one-way hash chain to authenticate the sequence number and metric values on a route. However, we observe that security in SEAD may be further enhanced. Thus, in this work, we also deal with the security issue regarding DSDV protocol. We call our secure version of DSDV secure DSDV (SDSDV).
The rest of this paper is organized as follows. In Section II, we give an overview to DSDV and SEAD protocols. Section III describes the SDSDV protocol and presents the correctness analysis of SDSDV protocol. Simulation work and some results are discussed in Section IV. Section V gives our concluding remark.
. OVERVIEW TO DSDV AND SEAD

A. DSDV
The primary improvement for ad hoc networks made in DSDV over conventional distance vector is the addition of a sequence number in each routing table entry. In DSDV, each node maintains a routing table consisting of entries with each for a destination. Each entry contains a metric (hop count) to that destination and the recently sequence number broadcast from that destination. Upon receiving a update from a neighbor, a node updates an entry in its own routing table if, for that entry, the update contains a higher sequence number or the update contains a same sequence number but a shorter metric than that has been seen before. To update an entry, a node sets the metric in its table entry for that destination to one hop more than the metric in that neighbor's update. When a node sends a update message, it puts a sequence number in the entry for itself in that update and sets the metric value to zero; for each of other entries, it duplicates all the entries maintained in its own routing table.
Clearly, the sequence numbers and metric values containing in each update play a vital role in DSDV protocol. A malicious node can easily disrupt the routing protocol by arbitrarily tempering the sequence numbers or the metrics.
B. SEAD
To secure both the sequence numbers and metrics, SEAD postulates that each node maintains a one-way hash chain for its own entries in periodic updates. Assume that the sequence numbers for a node are from 1 to the maximum value and that an upper bound , The hash value is used as the authentic value that is distributed to all the nodes within the network by using some mechanism. In Fig. 1 When a node in SEAD prepares a routing update, the node includes one hash value with each entry in that update. If the node lists an entry for itself in that update, it sets the address in that entry to its own address, the metric to 0, the sequence number to its own next sequence number, and the hash value in that entry to the value relating to that sequence. As discussed above, if the sequence number is j, then the hash value for that entry is If the node lists an entry for some destination other than itself, it sets the address in that entry to that destination node's address, the metric and sequence number to the values in its routing table for that entry, and the hash value to the hash of the hash value received in the routing update entry from which it learned that route to that destination.
. mj h Upon receiving the update, a neighbor can authenticate the source node by continuously computing the hash of the value until obtaining a hash value belonging to the same chain that was previously disclosed. In the case under which the neighbor does not hear any previously disclosed hash value, the authentic value can be obtained after hash operations. In case the hash value in an entry fails in authentication, a node simply neglects the entry. With the use of the hash values, the sequence number can be protected since any malicious node cannot obtain legal hash value to fool its neighbors. However, when any neighbor that hears sends a update, it can set the hash value to any value in the group for the sequence number j by doing the hash operation more than one time. This attack corresponds to arbitrarily increasing metrics. Obviously, SEAD allows for this kind of attack. For this reason, the hash chain approach in SEAD can provide authentication only for a non-decreasing protection on the metric in other router updates for that node [10] . In addition, SEAD still suffers from same-distance fraud attack because when a node lists an entry for a destination, instead of placing the hash of the hash value heard from the neighbor in the entry, it may reject to do the hash operation and simply places the original hash value in. As described in [10] , SEAD uses hash tree associated with the one-way hash chain to guard against that attack. The resulting chain is called hash tree chain. To construct such a chain, a hash tree is inserted between each pair of one-way chain values. Each element of the hash tree encodes the node id, thus forcing a node to increase the distance metric as it must include its own id in hash operation. To prepare such a chain, a node needs to include the id numbers of all nodes on the route. However, the topology in ad hoc network changes dynamically and nodes on routes change frequently. It seems unreasonable for a node to prepare the hash tree chain to suit for routing changes.
In this work, we also use hash chain to secure DSDV. Our SDSDV can guard against arbitrarily decreasing metric (including the same-distance fraud) attack and arbitrarily increasing metric attack. Thus, SDSDV can provide complete protection on the metric values.
III. SDSDV PROTOCOL AND CORRECTNESS ANALYSIS
A. The SDSDV Protocol
In the proposed SDSDV protocol, the major goal is to protect the sequence number and the metrics in each entry of a update from being arbitrarily changed. To achieve this goal, as in SEAD we also resort to the hash chain solution. SDSDV postulates that each node creates two hash chains in relation to each node in the network, including itself, with one used for guarding against the decreasing metric attack and the other for against increasing metric attack. Thus, for a system with n nodes, each node maintains hash chains. n 2
We use the notation and to denote the two chain elements created by node
x relating to node used for guarding against decreasing metric attack and against increasing metric attack, respectively. To use these hash chains for authentication, we assume some mechanism is available for a node to distribute the authentic elements from its generated hash chains.
Therefore, and are known to every node in the system so that they can authenticate one another within the network.
As in [12] we assume that nodes are not capable of colluding within one step of the protocol execution; that is, within the period of broadcasting one update to the farthest receiver. By this assumption we mean that each node can receive only the updates broadcasting from its neighbors. If two or more nodes can collude with each other attempting to disrupt the routing, some underlying mechanism such as packet leashes [14] should be employed to ensure the effectiveness of the protocol.
SDSDV operates as the following. In addition to the destination id, the sequence number, and the metric as required in each entry in DSDV, SDSDV requires two additional fields for each entry. One field is used for guarding against the decreasing attack. When listing an entry for itself, a node places its id number and the hash value relating to itself of current sequence number and metric 0 in the field. To list an entry for some other destination, in addition to its own id and the hash value relating to the destination node of the sequence number and current metric, an intermediate node has to place the id and the hash value received from the neighbor for that destination. As the contents of this field change from node to node, we call this AL (alteration) field. The other field is used to guard against the increasing metric attack.
To list this field, each node first copies to the field the contents of the same field in the entry for that destination received from the neighbor, and then appends its own id and the hash value relating to the destination node of the sequence number and current metric value. As the contents of this field are the accumulation of the related information of all nodes on a route, we call this field AC (accumulation) field. We now illustrate how these two fields can be used to protect the metric values from maliciously tampering by way of the following example.
Consider the topology of a simple network shown in Fig. 2 , where several nodes are on a line and each node can hear only its neighbor(s). Suppose node A attempts to send a update of sequence number j. When node A lists an entry for itself, it places its own id number and the sequence number in the entry and sets the metric to zero, as in the regular DSDV protocol. In addition, node A places its id and the hash value in the AL field of the entry, and also places its id and the hash value in the AC field. When node C prepares an entry in its update for destination node A, it places node B's id and the hash value received from node B, i.e., in the AL field.
Node C also places its id and the hash value about node A of the sequence number and current metric, i.e., in the AL field. Node C also copies the contents in the entry for node A received from node B to its AC field and appends its id and the relating hash value to the field.
For any downstream node from node C to prepare an entry with node A as the destination, a similar rule as for node C can be followed. Eventually, a route from node A to the farthest node can be established. Table I lists the contents of the AL and AC fields in the entries with node A as a destination transferred from node A to node D. After the illustrative example, we now give a general rule for nodes to operate on AL and AC fields.
In addition to the rules prescribing in regular DSDV protocol, to secure the routing, a node in SDSDV operates on AL and AC fields as the following.
Nodes in SDSDV maintain for each node two hash chains, one for AL field and the other for AC field. When listing an entry in a update for itself, a node places its own id and the hash value used for AL field relating to itself of current sequence number and metric 0. When an intermediate node transfers an entry for a destination node, it places in the AL field the id and the hash value in AL field received from the neighbor from which it learned the route to that destination. The node also places in AL field its own id and the hash value used for AL field relating to that destination node of the sequence number and current metric value. The node also makes a copy of the contents in the AC field of the entry received from the neighbor to the AC field of its own entry for that destination and appends to AC field its own id and the hash value used for AC field relating to that destination of the sequence number and current metric value. When an intermediate node receives an entry, it verifies the hash values in AL and AC fields. If all the values pass the verification, the node accepts the entry; otherwise, the entry is neglected.
B. Correctness Analysis
In the following we present a correctness analysis of the protocol and verify the stated goals are achieved. Since the idea of using hash chain to protect sequence numbers behind SDSDV is the same as that behind SEAD, we shall focus on the protection of metric values. As we use AL field and AC field to guard the routes against the decreasing metric attack and increasing metric attack, respectively, we shall show how these goals can be achieved by the use of these two fields. Lemma: With the use of the AL and AC fields in SDSDV, the decreasing metric attack and increasing metric attack can be defended.
Proof: SDSDV requires each node to place to the field its own id and the hash value relating to the destination of the sequence number and current metric value. An intermediate node also requires to place the id and the hash value in the AL field broadcast by the neighbor from which it learned the route to the destination. Due to the property of one-way hash function, an intermediate node cannot obtain a legal hash value of previous node corresponding to a less metric. Thus, the node has to place the true hash value in AL field. When placing its own hash value in AL field, the intermediate node is forced to add the metric by one. Clearly, the decreasing metric attack is defended.
In addition, as the contents of AC field are the accumulation of the id numbers and the relating hash values of all the nodes on a route, if an intermediate node attempts to maliciously increase the metric, it must place some additional id numbers and hash values in the AC field. As the node cannot obtain the legal hash values, this type of attack is defended.
In SDSDV, both the AL and AC fields must pass the authentication before an intermediate node accepts the routing information. If either one fails in the authentication, the entry is neglected. If the AL field is used alone within SDSDV, an intermediate node can arbitrarily increase the metric to fool its neighbor. Similarly, if the AC field is used alone, an intermediate node can remove some id numbers and the accompanied hash values to claim a less metric. However, when both fields are used together, any node cannot maliciously modified the metric while simultaneously deceiving in the authentication for both fields. Thus, in SDSDV, when a node transfers an entry, it is forced to comply the DSDV rule to add the metric by one. Any spurious metric cannot land its fish. This completes the proof. In this study, we also conducted computer simulation to examine the performance of the proposed SDSDV protocol. As we have shown in the last section that the SDSDV can provide complete protection on the sequence numbers and metrics, our major concern is the impact of the additional AC and AL fields on the original DSDV. Thus, we simulated a non-hostile system with focus on the influence of the additional overhead introduced in the SDSDV. We chose the network simulator version 2 (ns-2)
[15] as the simulation tool because it can realistically model the mobility node as well as physical radio propagation effects such as signal strength, interference, capture effect, and wireless propagation delay. Our propagation model is based on the two-ray ground reflection model prevented in [16] . To evaluate the performance of SDSDV, we modified the DSDV routing protocol that implemented in ns-2. Specifically, we increased the size of each routing update package to accommodate the authentication hash values in each table entry required in SDSDV. If certain neighbors persist in sending updates with bogus metric authenticators, those neighbors can be ignored, or the verification of their updates can be relegated to a lower priority.
In our simulation, the mobility of nodes was based on the random waypoint mobility model [17] . In this model, each node is initially placed at a random location and pauses for a period of time called the pause time; it then chooses a new location at random and moves there with a velocity randomly chosen uniformly between 0 and the maximum speed . When it arrives, it repeats the process of pausing and then selects a new destination to which to move. Table II lists the system parameters used in the simulation. Each source-destination pair continuously transmits a constant bit rate flow of 4 data packets/sec. Each data packet is 512 bytes in size. Some parameters related to SDSDV are listed in Table III. max V Each node in the protocol maintains a sending buffer of 64 packets. Data packets for which the route discovery has started but the reply has not arrived yet are queued in the buffer. All packets (both data and routing) sent by the routing layer are queued at the interface queue until the MAC layer can transmit them. The interface queue has a maximum size of 5 packets and is maintained as a priority queue, where routing packets get higher priority than data packets.
In the simulation, we evaluated the following three performance metrics: Packet delivery fraction: defined as the total number of application-level packets received dividing by the total number of application-level packets originated.
Average end-to-end delay of routing packets: defined as the time interval between the time that the routing layer produces a routing packet and the time that packet is first received at the destination. This time interval includes all possible delays caused by buffering during route discovery phase, queuing at the interface queue, retransmission delays at the MAC, propagation and transfer times of different package sizes. Average size of routing packet: the average size of routing packets transmitted; each hop-wise transmission of a routing packet is counted as one packet. To compare the performance of SDSDV to DSDV, for a set of parameters, we first generated a traffic pattern and a mobility pattern, and then used the same patterns in simulating SDSDV and DSDV. In Table IV , we list the average routing delay and the average size of routing packets of SDSDV for . 20 N We can see that the average routing delay for SDSDV is 0.014867, while that for DSDV is 0.005614. Clearly, the difference in this In Figs. 3, 4 , and 5, we show the packet delivery fraction of SDSDV as a function of pause time, along with that of DSDV for comparison purposes. Each data point in the figures represents an average over 10 independent runs at each pause time. In these figures, the point of pause time for 600 seconds means that the nodes are stationary and the point of pause time for 0 seconds means that the nodes are all in continuous motion. From these figures, we see that the packet delivery fraction of SDSDV is less than DSDV. This is because of the additional AL and AC fields in SDSDV used for authentication resulting in an increase in the sizes of update packets, thus introducing longer routing delay, as shown in Table  IV . The longer routing delay may cause more packets to be dropped. Furthermore, from Figs. 3 and 4, we see that the deterioration of SDSDV due to the overhead is not significant. However, as the number of nodes increases to 40, the deterioration in packet delivery fraction can be notable, as Fig. 5 shows. This is due to the fact that routing packet of SDSDV has an accumulation field which grows with the number of nodes. Thus, we deem that SDSDV may not suitable for a large ad hoc network. However, to facilitate networks with large number nodes we may utilize hierarchical routing technique [1] to reduce the required hash values accumulated in the AC field of the SDSDV protocol.
V. CONCLUDING REMARK
In this paper, we present a secure DSDV (SDSDV) protocol for mobile ad hoc network. As a manner similar to SEAD, the hash chain approach to securing the sequence numbers and metrics was used. We showed that by the use of AL and AC fields in the entry, any nodes in SDSDV in a route cannot arbitrarily increase or decrease the sequence number and metric. Thus, the SDSDV can provide a complete protection on the routing messages. Results showed that due to the additional hash fields, the SDSDV exhibits slight worse performance in packet delivery fraction, average routing delay, and average size of routing packets compared to the original DSDV protocol. However, we think that the cost paid for gaining routing security is worthwhile in the exposed ad hoc network.
As being a symmetric cryptograph, the hash chain approach can enjoy a lower computation complexity compared to asymmetric cryptograph. However, as we have shown that the size of update packets increases with the number of nodes. In addition to increasing the communication load, the increase in size introduces a heavy burden in computation as well. To implement SDSDV in a large network, we suggested the use of hierarchical routing technology. One of our ongoing research topic is on developing a secure DSDV protocol based on public key solution. Our major goal focuses on the evaluation of computation complexity between symmetric cryptograph and asymmetric cryptograph solutions in different scales 
